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Section VII. Technical Specifications
Statement
of
Compliance
Item Qty Specification Statements
of
“Comp’_};”
or “Not
Comply”
ITB No. 1 | Minimum Specifications:
2024-38 Lot

Product Certification and Qualification
Gartner Magic Quadrant Leader for Endpoint Security
Platform (for the last 3 years)

Must include but not limited to the following features:

Antivirus for Desktop Computer — 1000 Licenses
Supported Operating System: At least Mac OSX
12+, Windows 11, Windows 10 (32 or 64 bit) Windows 8,
8.1 (32 or 64 bit) Linux (Red Hat Enterprise, Cent OS, Suse
Linux Enterprise Server /Desktop, Ubuntu)

MITRE ATT&CK Evaluation

Integrated Management

Multi-Platform Management

Updating Bandwidth Consumption

Deployment Options

SIEM Integration

API for Endpoint Management

Role Management

Microsoft AD Synchronization

Microsoft Azure AD Authentication

Device Group Discovery

Account Health Check

Policies

Enhanced Tamper Protection

Threat Protection

Anti-rootkit Detection

Suspicious Behavior Detection

Scanning

Advanced Deep Learning mechanism

Advanced System Clean

Synchronized Security

Antivirus for Server — 40 Licenses

Supported Operating System: At least Windows Server
2016, 2019 and 2022

Management: Multiple Policies, Controlled Updates
Attack Surface Reduction: Application Control, Peripheral
Control, Web Control / Category-based URL blocking,
Application Whitelisting (Server Lockdown), Download
Reputation, Web Security

Deep Learning Malware Detection
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e  Anti-Malware File Scanning

e Live Protection

e  Pre-execution Behavior Analysis (HIPS)

e Potentially Unwanted Application (PUA) Blocking

e Intrusion Prevention System (IPS)

e Data Loss Prevention

e Runtime Behavior Analysis (HIPS)

e  Antimalware Scan Interface (AMSI)

e Malicious Traffic Detection (MTD)

e  Exploit Prevention

e Active Adversary Mitigations

e Ransomware File Protection (CryptoGuard)

e Disk and Boot Record Protection (WipeGuard)

®  Man-in-the-Browser Protection (Safe Browsing)

e Enhanced Application Lockdown

e Detection: Live Discover (Cross Estate SQL Querying for
Threat Hunting & IT Security Operations Hygiene), SQL
Query Library (pre-written, fully customizable queries),
Fast Access, On-disk Data Storage (up to 90 days), Cross-
product Data Sources e.g. Firewall, Email, Prioritized List
of Detections, Data Lake (Cloud data storage), Scheduled
Queries, Container Runtime Visibility and Detections

e Investigate: Threat Cases (Root Cause Analysis), Deep
Learning Malware Analysis, Forensic Data Export, Al-
guided Investigations, Remediate: Automated Malware
Removal, Synchronized Security Heartbeat, Live Response
(Remote Terminal Access for further investigation and
response), On-demand Server Isolation, Single-click “Clean
and Block”, Container Runtime Visibility and Detections

Additional Requirements:
SCOPE OF WORK:

e Supply, Delivery, and Configuration 'Cloud Endpoint
Security Solution Licenses for Desktop and Server
Antivirus’

e Delivery: thirty (30) calendar days upon receipt of NTP

e License Validity: One (1) year from activation

LOCAL ONSITE SUPPORT

. 1 yr. Limited Onsite Technical Support — 8x5 Onsite
Assistance with 4 hrs. Response time (within Metro Manila
Area) during Regular Business Hours (Monday to Friday
excluding Holidays, 9AM to 6PM).

. 1 yr. Unlimited Remote Assistance via phone, email, chat
application, Fax and SMS from 9:00AM — 6:00PM,
Mondays to Fridays, excluding holidays.

CERTIFICATIONS

e  Supplier must have Manufacturer Certified Architect for
Endpoint Security and Server

e Supplier must have Manufacturer Certified Engineer for
Endpoint and Server

e Supplier must have Certification from the Manufacturer as
Silver Partner of the product being offered

e Supplier must have Certification from the Manufacturer as
Synchronized Security Partner.

e Certification from HR that the Engineer and Architect are
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REGULAR MEMBERS:
employed to their company.

L. LOUIS P. VHIERA
Chairman ¢
DEMOSTHENES N. MISTAL 1. Compliance with the statements must be supported by evidence in a Bidder’s Bid and

Vice-Chairman, . . :
e cross-referenced to that evidence. Evidence shall be in the form of the manufacturer’s

un-amended sales literature, unconditional statements of specification and compliance

PAQUITO

q issued by the manufacturer, samples, independent test data, brochures, etc., as

/ - appropriate.
RHBC. YANG-EO
Mefhber 2. A statement that is not supported by evidence or is subsequently found to be
ki sﬁf‘éﬁ&m\’ co.ntrgdlcted by the evidence presented will render the Bid under evaluation liable for
Member 'V rejection.
Rd;gﬂt_ Y _N:DEVA[UZ G. GASCON 3. A statement either in the bidder's statement of compliance or the supporting evidence
Member that is found to be false either during Bid evaluation, post-qualification or the execution
of the Contract may be regarded as fraudulent and render the Bidder or supplier liable
ALTERNATE MEMBERS: for prosecution subject to the provisions of ITB Clause 4.
JANICE P. CASTELLANO
ViceChaiman ACKNOWLEDGEMENT AND COMPLIANCE WITH THE TERMS OF
ALDRICH G. LUNAG REFERENCE FOR THE PROCUREMENT OF CLOUD ENDPOINT
Member SECURITY SOLUTION LICENSES FOR DESKTOP AND
SERVER ANTIVIRUS
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